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» Comment peut-on router des paquets entre plusieurs VLAN ?
» Un sous-réseaux par VLAN pour faciliter le routage

172.47.10.21 172.17.30.23
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» Une connexion a chaque VLAN
» Suposons que PC1 envoie une trame a PC3

Traditional Inter-VLAN Routing

172.17.10.1/24
FO0/0

172.17.10.21 172.17.20.22 172.17.30.23

F. Nolot ©2009

172.17.30.1/24

Switch S1 Ports

F0/6 = VLAN10

FO0/5 = VLAN30
FO0/1-FO/4 = Trunk

Switch S2 Ports

FO/11 = VLAN10
F0/18 = VLAN 20

FO0/6 = VLAN30
FO0/1-F0/4 = Trunk

Faculk¢ déx Scipnces
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172.17.30.1/2

Switch S1 Ports

FOI6 = VLAN10D

FO/5 = VLAN30D
FD/1-FO/4 = Trunk

Switch 52 Ports
FO/M11 = VLAN1O
FD/18 = VLAN 20

FO/6 = VLAN3OD
FD/1-FO/4 = Trunk

-
172.17.10.21 172.17.20.22 172.17.30.23
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172.17.30.1/2
| Trunk | Switch §1 Ports
________ FO/6 = VLAN10
“““ g~ FO/5 = VLAN30
El s+ FIN2
FO/M-FO/4 = Trunk
| Trunk
Switch 52 Poris
VLAN

FO/11 = VLAN1D
F0/M18 = VLAN 20
FO/6 = VLAN3D
FO/M-FO/4 = Trunk

Tagged Frame

[ ] L -
172171029 1721972022 172.17.30.23
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172.17.
2.17.30.172

Switch 51 Ports
FO/6 = VLAN10
FIN1 ~ " . FNZ FEH-" < FlNZ P R
v iy FO/1-FO/4 = Trunk
Trunk RN F0pc,” | Trunk |

Switch S2 Ports

FO/11 = VLAN1D
F0/18 = VLAN 20

FO/6 = VLAN30
FO/1-F0/4 = Trunk

- -
172.17.20.22 172.17.30.23

-
172.17.10.21
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172.17.30.172

Switch 51 Ports

FO/6 = VLAN10

FO/5 = VLAN30
FO/M-FO/4 = Trunk

Switch S2 Ports
FO/11 = VLAN1D
F0/M18 = VLAN 20

FO/6 = VLAN3O0
FD/1-FO/4 = Trunk

Tagged Frame

- o -
172.17.10.1 172.17.20.22 172.17.30.23
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172.17.30.1/2

Switch 51 Ports

FO/6 = VLAN1D

FO/5 = VLAN3Z0
FO/1-FO/4 = Trunk

Switch 52 Ports

FO/11 = VLAN1D
F0/18 = VLAN 20

FO/6 = VLAN30
FO/1-FO/4 = Trunk

- L ]
172171021 172.17.20.22 172.17.30.23
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Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1 (config) #interface £0/0

R1 (config-if) #ip address 172.17.10.1 255.255.255.0

R1 (config-if) #no shutdown

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

Rl (config-if) #interface £0/1

R1 (config-if) #ip address 172.17.30.1 255.255.255.0

R1 (config-if) #no shutdown

$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

Rl (config-if) #end

Rl#copy running-config startup-config

172.17.10.1/24 172.17.30.1/24

VLAN 10

172.17.10.21 172.17.30.23
Switch Configuration Router Interface

Configuration

F. Nolot ©2009 10
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» Une connexion a chaque VLAN !

» Sur un réseau avec 100 VLAN,

- ire ?
Traditional Inter-VLAN Routing comment peu t-on faire

172.17.10.1/24

Fo/0 172.17.30.1/24

Switch S1 Ports
F0/6 = VLAN10
F0/5 = VLAN30

6Fm& " Foi4
Fo? Foi3

Foi1 ~ R0/2 FO/t  ~ FO/2
- LN L FO0/1-FO/4 = Trunk
Trunk » s/ Trunk
|\ '| ~ FOid Foi”, \ )

Switch S2 Ports

FO0/11 = VLAN10
F0/18 = VLAN 20

F0/6 = VLAN30
F0/1-F0/4 = Trunk

172.17.10.21 172.17.20.22 172.17.30.23

F. Nolot ©2009 11
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'Router-on-a-Stick' Inter-VLAN Routing

" F0/0.10

F0/0.30

172.17.10.21 172.17.20.22 172.17.30.23

F. Nolot ©2009

R1 Subinterfaces
F0/0.10: 172.17.10.1
F0/0.20: 172.17.20.1
F0/0.30: 172.17.30.1

Switch S1 Ports
FO/1-F0/4 = Trunk
FO/5 = Trunk

Switch S2 Ports

FO/11 = VLAN10
FO/18 = VLANZ20

FO/6 = VLAN30
FO/1-FO/4 = Trunk

12
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» Pas besoin d'interface physique sur chaque VLAN

» Switch de niveau 3 assurera le routage entre tous les VLAN qu'il connait grace a
la création de Bridge Virtual Interface (BVI)

Switch-based Inter-VLAN Routing

S1 VLAN interfaces
VLAN10: 172.17.10.1
VLANZ20: 172.17.20.1
VLAN30: 172.17.30.1

awitch S1 Pors
FOM-FO/4 = Trunk

| Trunk Trunk |

Switch 32 Porls
FOM1 = VLAN1TD
FO/MB = VLANZD
FO/e = VLAN3D

FO/1-FO/4 = Trunk

-
172171021 172.17.20.22 172973023

F. Nolot ©2009 13



@j Académie Cisco

UNIVERSITE Reims

DE REIMS
CHAMPAGNE-ARDENNE

Champagne-Ardenne

Le routage Inter-VLAN

Solution Router-on-a-Stick
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Router Subinterfaces and Inter-VLAN Routing

PC1 sends an ARP request for R1 Subinierffaces
the MAC address of its default FOVD.10: 472.17.10.1
gateway, which is the VLAN | Fom.0 “ Arngd | FOND.20: 172.17.20.1
suhinberface on ouler 1. FOND.3D: 172.17.30.1
The ARP request is send aul far : .

the IP address 172.17.10.1, | Trunk :

wihich cormesponds o the subnest 1

PC1 is connected to.

The ARP request is sent to

switch 52 on VLAN10, and is
tagoed and forwarded out the

inenk link 1o swilch S1. Switch 51 Porta
Switch S1 intaing the VLAN FOvi-FOi4 = Trunk
maintains the
FO'S = Trunk
tag on the broadcast frame as it G = Trun
forwands it oul the other trunk link
connectsd o mouter B1. Switch 52 Ports
FIN11 = VLANAD
FIN18 = VLANZD
Flg = WwLAMID
172474021 172.17.20.22 172.17.30.23 FOV1-FO/4 = Trunk

F. Nolot ©2009 15
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Fonctionnement Router-on-a-Stick

PC1 sends an ARP reques! for
the MAC address of its default
gateway, which is the VLAN
subinberface on rouler R1.

The: ARP request is send oul for
the IP address 172.17.10.1,
which corresponds o the subnet
PC1 is connected to.

The ARP request is sent to
switch 52 on VLAN1D, and is
tagged and forwarded out the
trunk link 1o swilch 51,

Switch 51 maintains the VLAN
tag on the broadcast frame as it
forwards it out the other tnank link
connected fo router R1,

F. Nolot ©2009

Router Subinterfaces and Inter-VLAN Routing

| FVD.10

| FOD3D

T2 AT 10221

1T2AT 2022

<
Faculk¢ déx Scipnces

eims

R1 Subinierfaces
FOND. 10 172.17.10.1
FIND.20: 172.17.20.1
FINDLA0: 172.17.30.1

172 AT 30023

Switch 51 Ports
Fvi-FO'4 = Trunk
FOVS m Trunk

Switch 52 Porls

FIN11 = VLANID
FIN18 = VLANZO

Flve = VILAN3D
FOM1-FO'4 = Trunk

16
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Router Subinterfaces and Inter-VLAN Routing

R1 Subiniedaces
FOND. 10 172.17.10.1
FIND.20x 172.17.20.1
FIND.A0: 172.17.30.1

. FO10 | FODSD

Router B1 examines the VLAN

1ag on the broadeas! and
recognizes that it was sent an
VLAM1D.

Since subinterface FOD. 10 has
been configured for VLAN10,
and has bean configured with
the IP address specified in the
ARP requast, the router
responds back to PC1 with the s
MAL address of the physical h
interface,

Switch 51 Ports
FOV1-FD/4 = Trunk
FivG = Trunk

Switeh 52 Ports
FIN11 = VLANTO
FIV18 = VLANID
Fle = VLANSZD

L - _
1721471021 172.17.20.22 172.17.30.23 FO1-Fi4 = Trunk

F. Nolot ©2009 17
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R1 Subintefaces
FOND.10: 172.17.10.1
FIND.2Dk 172.17.20.1
FIND.AD: 172.17.30.1

. FO@.10 | FOD3D

PC1 uses the MAC address
received from rowder R1 1o frame
the unicast packet before it is
sent oul on the network.

Swilch 52 tags the frame on
VLAMAD as it traverses the tronk

link to switch 51.

Switch 51 maintains the VLAN
tag as it continues to forward the YL
frame to router R1.

Switch 51 Ports
FOvi1-FO/4 = Trunk
FOYS = Trunk

Switch 52 Ports

FI¥11 = VLANAD
FI¥18 = VLANZD

Flie = VLAN3D
FOM-FDi4 = Trunk

=
172171021 172172022 1TZAT.30.23

F. Nolot ©2009 18
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. FOO0 | FODED |

<
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FC1 uses the MALC address
received from muler R 1o frame
the unicast paecket before it is

R1 Subiniefaces
FOND. 10z 172.17.10.1
FOND.20: 172.17.20.1
FINDLA0: 172.17.30.1

sent oul an the network. | Trnk |
e
Switch 52 tage the frame on ' Fra
VLAN1D as it traverses the trunk | Trunk | VLAN1
link to switch 51, oM FO/d FOV'S ‘
—__:::__:ﬁ Tagged Frame
Swilch 51 maintains the VLAN Q’Tﬂ . Fa _
tag as it continues te forward the SN ) | Switch 51 Ports
frame: to router R1. Lo FOVI-FD/4 = Trunk
FOVS = Trunk
Switch 52 Ports
FIN11 = WLAN D
FIN18 = WLANZD
Fig = VLAM3ID
] I _
172.47.10.21 172.17.20.22 172.17.30.23 FO¥1-FO/4 = Trunk

F. Nolot ©2009
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Router Subinterfaces and Inter-VLAN Routing

R1 Subinierfaces
FOVD. 10 172.17.10.1

Routing Tabile FOvD.20¢ 172.17.20.1
172.17.30.0is directly connected, FOVD.30 172.17.30.1
FastEthernat0i0.30
172.17.10.0 is directly connected,
FastEthernat0i.10

Fouter R1 examines the fame and

seas the VLAM tag for WVLANT0. Tha
rouler ferwards the frme o

subirtarfaca FRO10.

Tha routar than axmamines tha routing Switch 51 P
tabla to sae if there is a dafinad route
o use 85 3 basis for forearding the FOV1-F0V4 = Trunk
packel 1o il destination. FOVG = Trunk
The mauling Lable indecaties hal tha Switeh £2 Ports
des@nation network is directly _
connaciad bo subintarface FO0.30, FO/11 = VLANTD
FO¥18 = VLANZD
Fis = WwLAMNSID
= - _
1T2A7.10.21 172.17.20.22 172.17.30.23 FOV1-FO/M = Trunk

F. Nolot ©2009 20
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Router Subinterfaces and Inter-VLAN Routing

Q\, R1 Subiniertaces

FOVD.10: 172.17.10.1
FODAD FO/D.30
| “ I‘ FOIND20: 172.17.20.1

FONDLAE 172.17.30.1

The router then forwards the ‘I Trunk |
packel o subinterface FOVD. 30, Fold Fivd FU5

Switch 51 Ports
FOvi-FOi4 = Trunk
FONS m Trunk

Switch 52 Ports

FIN11 = VLANTD
FOV18 = VLANZD

FO'6 = VLAN3D
FO¥1-FO'd = Trunk

=
1TrzAT.10221 1TZAT.20.22 1TZAT.30.23

F. Nolot ©2009 21
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R1 sends & new ARP request for
the MAC address of PC3.

The ARP request is sent out the
router's physical interface lagged
with VLAN3D.

PC3 receives the ARP request.

F. Nolot ©2009

Router Subinterfaces and Inter-VLAN Routing

FOvD 10

| Fop.30 |

1T2AT A0

172472022

(S
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R1 Sublnieffaces
FOND.1D: 172.17.10.1
FIND.20 172.17.20.1
FIND.AE 172.17.30.1

VLAN

Tagged Frame

-
172 AT 3023

Switch 51 Ports
FOV1-FO'd = Trumk
FONS = Trunk

Switch S2 Paorts
FI¥11 = VLANTD
FIN18 = VLANZD

Flg = VILANID
FO1-FO/4 = Trunk

eims
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R1 sends a new ARP request for
thie MAC address of PC3A.

The ARP reqguest is sent out the

rauter's physical interface tagged

with VLANID.

PC3 receives the ARP request.

F. Nolot ©2009

Router Subinterfaces and Inter-VLAN Routing

FOVD.10

| FOD30 |

Fot -

-
1TEATAD2

Faculk¢ déx Scipnces

R1 Subinieffaces
FOND. 10 172.17.10.1
FOND.20: 172.17.20.1
FOND.30: 172.17.30.1

| Trumk
1

Trunk |

Fi5

JFZ Fovy <, ° P02
Trumk
Request
P
I
172.17.20.22 172.17.30.23

Switch 51 Ports
Fvi1-FO'4 = Trunk
FIVS = Trunk

Switch 52 Porls
FI¥11 = VLANID
FIN18 = VLANZO

Flve = VILANZD
FOM1-FO'4 = Trunk

eims
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R1 Subiniedaces
FONDL 10 172.17.10.1
FINDL.20k 172.17.20.1
FIND.30k 172.17.30.1

. Fo.10 || FODaED |

PC3 sends back an ARP reply
with its MAC address.

Switch 51 Ports
FOV1-FO/d = Trumk
FOVS = Trunk

Switch S2 Ports
FIN11 = VLANTD
FIN18 = VLANZD
Fls = VLANZD

j —
1721471021 172.17.20.22 172.17.30.23 FO1-FO4 = Trunk

F. Nolot ©2009 24
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Router Subinterfaces and Inter-VLAN Routing

R1 Subiniedfaces
FOND. 10 172.17.10.1
FIND.2Dx 172.17.20.1
FIND.3D: 172.17.30.1

. FO@.i0 || FODED |

PC3 sends back an ARP reply
with its MAC address.

Taggad Frama

| Switch 51 Ports
FO¥1-FOi4 = Trunk
FIvG = Trunk

Switch 52 Ports
FI¥11 = VLANTD
FIN18 = VLANZD

Fls = VLAN3D
FOM-FD'4 = Trunk

-
172171021 1T2.4T.20.22 1T21AT.30.23

F. Nolot ©2009 25
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Router R1 recelves the ARP reply

and finishes framing the packet
before it sends it out on 1o the

nebaork.

Switch 51 forwards the frame 1o

switch 52, which then finally | Trunk
delivers the frame to PC3E.

Tagged Frame

-
1r2Ar 10221 1r2A7.20:22 1724730223

F. Nolot ©2009

R1 Subintefaces
FOND. 10z 172.17.10.1
FIND.20: 172.17.20.1
FIND.AD: 172.17.30.1

Switch 51 Ports
FO¥1-FOi4 = Trunk
FOVG = Trunk

Switch 52 Ports
FI¥11 = VLANTD
FIN18 = VLANZD

Fls = WLANID
FOM-FDi4 = Trunk

eims
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Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1 (config) #interface £0/0.10

Rl (config-subif) #encapsulation dotlqg 10

Rl (config-subif) #ip address 172.17.10.1 255.255.255.0

R1 (config-subif) #interface £0/0.30

Rl (config-subif) #fencapsulation dotlg 30

R1 (config-subif) #ip address 172.17.30.1 255.255.255.0

R1 (config-subif) #interface £0/0

Rl (config-if) #no shutdown

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

$LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.
changed state to up

$LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.

up
lO;

up
30,

F. Nolot ©2009
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Différences
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One physical interface per VLAN One physical interface for many VLANsS
No bandwidth contention Bandwidth contention

Connected to access mode switch port Connected to trunk mode switch port
More expensive Less expensive

Less complex connection configuration More complex connection configuration

F. Nolot ©2009 29
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Le routage Inter-VLAN

Erreurs de configuration
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Erreurs classiques
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» Utilisation de sous interface
» Port du switch en mode trunk

» Pas de DTP car le routeur ne supporte pas ce protocole
» Utilisation d'une interface physique

» Port du switch en mode access

» Vérifiez la table de routage de votre routeur
» Vous devez pouvoir accéder a tous les VLAN que vous routez

» Mauvais marquage des trames
» Oublie du type d'encapsulation et du VLAN a utiliser sur la sous interface

F. Nolot ©2009 31



@j Académie Cisco

UNIVERSITE Reims

DE REIMS
CHAMPAGNE-ARDENNE

Erreur de configuration du switch
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» Quelle est I'erreur ?

Switch Configuration Issues

172.17.30.1/24

172.17.10.21 172.17.30.23

F. Nolot ©2009
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Vérifiez votre configuration
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Verify Router Configuration

Rl#show interface [‘
<output truncated>
FastEthernet(0/0.10 is up, line protocol is down (disabled)
Encapsulation 802.1Q Virtual LAN, Vlan ID 100
ARP type: ARPA, ARP Timeout 04:00:00,
Last clearing of "show interface" counters never
<output truncated>
R1#
Rl#show run
Building configuration...
Current configuration : 505 bytes

<output truncated>
|

interface FastEthernet0/0.10
encapsulation dotlQ 100
ip address 172.17.10.1 255.255.255.0

interface FastEthernet0/0.30 [v

F. Nolot ©2009 33
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Probleme d'adressage
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IP Addressing Issues

172.17.100.1/24

172.17.30.1/24

VLAN10

172.17.10.0 172.17.30.0

FO0/11 FO0/6

172.17.10.21/24 172.17.30.23/24
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Le routage Inter-VLAN

Questions ?
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