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	UV Réseau – TP3

Manipulation de protocoles de couche 2


Mode opératoire

Etude des échanges sur la jonction

Introduction

Pour communiquer avec le modem (qui jouera le rôle d’ETCD dans le circuit de données), le jeu de commandes Hayes (cf annexe 1) permet d’interroger sur sa configuration et éventuellement de modifier cette configuration (qui sera bien entendu limitée par les caractéristiques matérielle du modem). Dans ce cadre, l’ordinateur joue le rôle de terminal pour offrir une interface utilisateur à la communication avec le modem. L’utilitaire KPPP émule un terminal (bouton Configuration, onglet Modem, bouton Terminal) pour permettre d’échanger des commandes Hayes avec le modem.

Manipulations

M1. Activer la fonction Echo pour que le caractère envoyé par le clavier du terminal apparaisse sur l’écran du terminal (émulé par la fenêtre ouverte par KPPP). Aidez-vous de la table de commandes Hayes fournie en annexe. Consigner le dialogue dans votre rapport. Dessiner le train de bit qui est envoyé sur la jonction au cours de cette échange.

M2. Essayer d’autres commandes Hayes, observer les réponses obtenues et expliquez.

M3. Quel est la différence entre le contrôle de flux XON/XOFF et CTS/RTS (voir annexe 2). Pourquoi la configuration propose par défaut un mode XON/XOFF ? 

Etude des échanges sur la liaison

Manipulations

M4. Etablissez une liaison PPP avec un de vos comptes disponibles chez un FAI accessible par le réseau RTC (vous devez impérativement venir avec les paramètres de connexion fourni par le FAI) :

M5. Observez la trace obtenue en reniflant la connexion. Aidez-vous de l’annexe 3 (Le protocole PPP) pour relever la trame transportant le mode d’authentification ainsi que la trame fournissant l’adresse IP de l’ETTD.

Annexe 1 : Jeu de commandes HAYES

(source : http://www.peabird.com/commandes.html)

Liste des Commandes Hayes (AT) de Base

Le jeu de commandes AT a été mis au point par la société américaine HAYES et s'est imposé comme une norme. On dit qu'un modem est compatible Hayes quand il répond à cette norme.


 
AT =ATtention (précède toutes les commandes)
A : connexion en mode reponse manuelle
A/ - Re-exécute la dernière commande (Ne pas utiliser le préfixe AT)
B0 : mode automatique
B2 : mode V23
B8 : mode v22bis
B9 : mode V32 9600 ou V32bis 9600
B10 : mode v32bis 14400
B18 : automode v32 4800 a 9600
B19 : automode v32bis 4800 a 14400
B20 : automode v34 14400 a 28800
B21 : automode VFC 14400 a 28800
DP : numérotation en décimale suivie d'une procédure de connexion d'appel
DT : numérotation en fréquences vocales suivie d'une procédure de connexion (ex: atdt 40404040)
E0 : pas d'écho des caractères (en mode commande)
E1 : écho des caractères
H (aussiH0) : Pour Hang up, raccroche la ligne (en mode connexion il faut envoyer ATH
I (peut être suivi d'une valeur) : (Inquiry, Information, ou Interrogation) renvoie des informations sur le chipset du modem, une valeur de 1 à 11 (en général) peut être précisée
L0 : niveau très faible du haut-parleur du modem
L1 : niveau faible
L2 : niveau moyen
L3 : niveau maximum
M(ou MO) : haut-parleur désactivé
M1 : haut-parleur actif jusqu'à la connexion, silencieux ensuite
M2 : haut-parleur constamment actif
M3 : actif pendant la transition sauf pendant la numérotation
O : retour en mode communication après un échappement par +++
Q 0 : les messages d'état (ring, OK, connect, etc...) sont émis
Q1 : les messages d'état ne sont pas émis
Sn = y : Commandes la valeur n du registre x
Sn? : Questionne le modem sur les possibilités du registre n
V0 : les messages sont émis sous forme numérique
V1 : forme littérale
V4 : forme littérale, détaillée
V5 : forme littérale + numérique


X0 : le modem envoie seulement les messages OK, Connect, Ring, No Carrier
X1 : XO + connect xxxx bps
X2 : Active la détection de Tonalité
X3 : Active la détection d'occupation de la ligne
X4 : Active la détection de tous les signaux (occupé, aas de tonalité)
Z : reset configuration utilisateur 0 sauvegardee par la commande &w0
Z1 : reset configuration utilisateur 1.
&C0 : force le signal CD
&C1 : Signal CD en fonctionnement normal.
&D0 : ignore le signal DTR
&D1 : la baisse du signal provoque le retour en mode commande
&D2 : la chute du signal provoque une déconnexion
&D3 : la chute du signal provoque un reset modem
NB : Le registre S25 est souvent complémentaire ; il détermine le temps minimum d'état off du signal DTR avant sa prise en compte.
&f : f pour factory, initialise le profil usine 0
&f1 : initialise le profil usine 1 proposé par certains modems (souvent plus proche d'une configuration optimum à une vitesse rapide).
&K0 : contrôle de flux désactivé.
&K3 : contrôle de flux matériel (RTS / CTS) (le câble de liaison port-serie -> modem doit supporter le controle de flux matériel)
&k4 : contrôle de flux logiciel (XON / XOFF)
&Q0 : mode direct. pas de bufferisation. la vitesse du port serie doit être strictement identique à la vitesse ligne (DCE).
&Q5 : asynchrone, bufferisation avec correction d'erreurs (V42) et compression de données (V42bis). La vitesse terminale (DTE) ou du port série doit être égale à quatre fois la vitesse ligne (DCE) soit 57600bps par ex pour un modem 14400bps.
&Q6 : asynchrone, bufferisation sans correction d'erreurs ni compression de données.
&S0 : signal DSR forcé
&S1 : signal DSR en fonctionnement normal
&V : permet de visualiser la configuration du modem et des registres.
at&f&v permet de visualiser la configuration par défaut du modem.

Annexe 2 : Rappel sur le contrôle de flux

(source : http://www.lookrs232.com/rs232/flow_control.htm)

As DTE to DCE speed is a few times faster than DCE to DCE speed, the PC can send data to your modem at a rate of 115,200 BPS. In this connection sooner or later the data may be lost because of the buffers overflow, so the control of data flow should be realized. Data flow control has two main variants: Hardware or Software. 

Software controls the data flow sometimes described as Xon/Xoff; it is connected with the fact that two characters Xon and Xoff are used. Xon is usually a 17 character, and Xoff is a 19 character . The modem will only have a small buffer as when the computer fills it, the modem sends a Xoff character to inform the computer about data transfer termination. As soon as the modem empties the most of the memory for data, it will send the Xon character to the computer and the latter starts the data transfer. This type of data flow control has the following advantages: it doesn't need any other wires as the characters are sent via TD/RD lines. But if the connection is slow, every character needs 10 bits, which can reduce the connection speed.

Hardware flow control is also known as RTS/CTS flow control. To realize this control two additional wires in the sequential cable are used. This results in increasing the data transmisssion rate, as no time is spent for Xon-Xoff characters transmission. The transmission mechanism is reduced to activation of the Request to Send line when the computer is ready to send data .If the modem has a free bucket for this data, it activates the Clear to Send line in respponse and the computer starts sending data. If the modem lacks free memory, it won't activate the Clear to Send line.

Annexe 3 : Liste des RFC relatives à PPP

http://www.eisti.fr/res/res/rfc1661/rfc1661.zip

Annexe 4 : FAQ sur PPPD

(source : http://www.linuxinfor.com/en/pppfaq/PPP-FAQ-7.html)

7. Problems running pppd

7.1 pppd says that version 0.0.0 is out of date

There are several reasons which will generate this message. 

· You are attempting to run the 2.1 version of pppd with the 2.2 kernel drivers. 

This may occur if you are using the 2.x series kernels and did not see the notice in the Changes file that you need the 2.2.0 version of pppd.

It may also occur if you are using a script which has a fixed location for the pppd process. The 2.1 version of pppd was stored in the default location of /usr/lib/ppp/pppd. The 2.2 version moved to the more \standard\ location of /usr/sbin/pppd. If you have a script which is using the /usr/lib/pppd then it is probable that you are actually using the wrong version of pppd.

This may also require that you re-compile front end programs such as dip or diald. These programs have the location of pppd embedded within them.

· You are attempting to run the pppd process from an account other than the root user and the process is not secured setuid to root. 

What happens is that the pppd process attempts to issue a request to find the version of the driver in the kernel. This request is only acceptable if the calling process is the root account. Since you are not running as the root user and have not secured the program to be setuid to root, then the request fails. Since the request to fetch the driver version fails, the default value is 0.0.0. This is the wrong version and the message is generated.

Additional information is in the next question.

7.2 pppd says that that the kernel is not configured for PPP. I know that I enabled the option and built the kernel.

Make sure that you did rebuild the kernel and that you are running it.

Make sure that you don't have an old copy of pppd on your disk and you are running that version. The previous version of pppd was stored on /usr/lib/ppp. Many people objected to this location. The 2.2 code has moved the pppd, chat, and pppstats to the /usr/sbin directory. If your scripts still reference /usr/lib/ppp then you will probably run the old code.

7.3 pppd wont run unless you are root

The pppd process needs to make changes to the networking system and this can only be done if you are the root user. If you wish to run pppd from other than the root user then the pppd program needs to be secured \suid to root\.

chown root /usr/sbin/pppd

chmod 4755 /usr/sbin/pppd

If you wish to control the pppd access to a select group of people, then make the pppd process owned by the group and do not permit all others to run the program.

7.4 unable to create pid file: no such file or directory

You need to create the directory /var/run. On earlier Slackware distributions, this was a symbolic link to the /etc directory.

This is a warning. The PPP software will work normally in spite of this message. However, the ppp-off script depends upon this file. It is a good idea to create the directory or make the link to the appropriate location.

The posix header, paths.h, defines the location for the pid file under the name \_VAR_RUN\. If you wish to use a different directory for PPP and others, change the value for this define and rebuild the software.

7.5 /etc/ppp/options: no such file or directory

You must create the directory /etc/ppp and have a file called \options\ in that directory. It needs to be readable by the pppd process (root).

The file may be empty. To make an empty file use the \touch\ command.

See the pppd man page, pppd.8, for a description of this file.

7.6 Could not determine local IP address

This happens with many configurations of the Telebit Netblazer. The problem is not the terminal server, but the site which has not configured the terminal server with a set of IP addresses.

The Netblazer does not have your IP address. You do not have your IP address. The link will not work unless both IP addresses are known. 

· The Netblazer does not have your IP address and you do not have your IP address. 

· The Netblazer does know its IP address and you do not have its IP address. 

The link will not work unless both IP addresses are known.

You must tell the Netblazer the IP addresses to be used. Use the local IP address and the remote IP address as a parameter to the pppd process.

Use the pppd option format of:

local_ip:remote_ip

(That is the local IP address, a colon, and the remote IP address.)

7.7 Could not determine remote IP address

See the previous answer.

7.8 I keep getting the message to the effect that the magic number is always NAKed. The system will not connect.

There is a one in over four billion chance that the two systems have chosen the same magic number. If you get a continual failure about the magic number, the chances that this is a fluke will geometrically reduce.

The two most common reasons for this failure are: 

· The remote PPP software is not running when you think it is. Is the remote system configured to run PPP? Did you use the proper account? Did you use the proper password for this account? If you are using a scripting tool such as chat, then did you miss a prompt and are really talking to the logon process and not the PPP code? Is the PPP process in the expected location? Is the privileges suitable so that you may run it? 

This would indicate that the shell is doing the local echo of the data. This is the more common reason.

· The modem has disconnected immediately upon making the connection and logging you on to the remote. Most modems are configured to echo the data sent to them and you are seeing the local echo from the modem. 

In either case, the Linux system is sending data to the remote which is being fed immediately back into the serial receiver. This is not an acceptable condition. You have what is called a \loop\.

7.9 protocol reject for protocol fffb

This usually occurs when you are trying to connect to a Xyplex terminal server. Version 5.1 of the Xyplex terminal server software, according to Xyplex, has numerous problems with PPP. It is strongly recommended that you update the Xyplex software to at least version 5.3.

If you must use Xyplex version 5.1, then use the pppd option \vj-max-slots 3\ to limit the number of slots to three. The problem on the Xyplex server is that it will accept the request for the default 16 slots, but fail to operate beyond the third slot. It should have return a NAK frame with the limit, but it does not.

Alternately, you can disable the Van Jacobson header compression with the option \-vj\.

7.10 The PPP software connects, sends quite a few frames, but still does not seem to connect. Why is that?

Linux does not support RPI modems. If your modem is RPI then you will have to find a different modem. This is not likely to change in the future given the statements made by Rockwell\s management.

Examine the system log when you use the \debug\ option. (You will need the system log data anyway if you are going to ask for help.) If the trace shows that it is sending the LCP-request frame over and over again and the id number is not incrementing then you are not exchanging frames with the remote PPP software.

The common reasons for this for this are: 

· You don't have the PPP software running on the other end. You are sending the PPP frames to some other program which is probably saying \What is this #$%percent;^ ?\ 

· Please make sure that you have the PPP software started on the other end before you enter the PPP protocol sequence. Try to use a normal modem program and go through the logon sequence that you would normally do. Do you see the PPP frames being sent to you? 

The PPP frames are fairly distinctive. They will be about 40 characters in length and contain several { characters. They should not have a carriage return character after them and are sent out in a burst with a pause between the bursts.

· The line is not \eight bit clean\. This means that you need to have eight data bits, no parity, and one stop bit. The PPP link absolutely requires eight data bits. 

The pppd software will automatically put the line into eight data bits, no parity, and one stop bit. The remote must match this configuration or framing and parity errors may occur.

PPP will escape characters. It is not possible for it to escape bits as kermit does. PPP will not work with a seven bit communications link.

· The remote is configured to require authentication such as PAP or CHAP. You have not configured the local system to use this feature. Therefore, the remote is discarding all of your frames until it sees a valid authentication frame from you. Since you are not configured to generate the frames, the IPCP frames which you send are being ignored. 

In this case, either configure the remote to not expect authentication or configure the local system to do authentication and supply the proper secrets.

Examine the receipt of the LCP configure frame. If it shows an \auth\ type, then the remote is configured for authentication.

7.11 The /etc/ppp/ip-up scripts won't work.

The pppd process launches the program at the location /etc/ppp/ip-up when the IP layer goes up. It gives it parameters which define the line status. Such things include the device name, communications speed, and IP addresses.

However, what may not be clear is that it treats this file as a program. It is not a script. The program is started by using the exec() function of Linux.

What this means is that if you wish to use a script for these programs, then you must do two things. 

· You need to have the file marked as executable with chmod. The proper mode for the file should be mode 100. Mode 500 is acceptable if you wish to read the file and mode 700 is acceptable if you wish to write to the file. The file should be owned by the root user. 

· The file must have as the first line the sequence: 

· #!/bin/sh

The # character must be in the first character position of the very first line of the file. The interpreter program, /bin/sh in this case, may be any program which is expected to run the script. Most people will use the Bourne shell for this purpose. It is commonly stored in the location /bin/sh. Other commonly used interpreters are perl and csh. What is important is that the first two characters of the file be the # and ! characters respectively.

7.12 I can't execute /etc/ppp/ip-up: Exec format error

Please refer to the answer to the previous question.

7.13 How do I use PPP with a system which uses dynamic IP assignments? It assigns a different IP address to me with each call.

The assignment of the local IP address is a function of the options given to pppd and the IPCP protocol. You should use the \magic\ IP address of 0.0.0.0 if you must specify the local IP address. Most people simply leave the local IP address out of the option list.

The other option which is closely tied to this is called \noipdefault\. The noipdefault option instructs the pppd process to not attempt to guess the local IP address from your hostname and the IP addresses in the /etc/hosts file. Most people use this option when the IP address is dynamically assigned. However, this option does not mean \use dynamic IP addresses\. The use of dynamic IP addresses is automatic when the local IP address is not given.

7.14 How do I know what IP address was given to me when it is dynamically assigned?

Use the /etc/ppp/ip-up hook. The local IP address is the fourth parameter. This will be executed when pppd knows the IP address for the local system. The fifth parameter is the remote IP address if you should wish to know this value as well.

If you are curious about the value assigned then you may use the ifconfig program to display the current settings. It will show you the current values for both the local IP address and the IP address assigned to the remote under the P-t-P heading.

7.15 I just upgraded my system and now pppd reports that the option -v is not supported. Why?

Did you just upgrade to Linux \96 from Walnut Creek CDROM? It is also known as the Slackware 3.1 package. The problem is that the pppd executable in the /usr/sbin directory was renamed in that distribution and a script was installed in its place. This script was to find the version of the operating system and then either run the 2.2 or 2.1 version of pppd.

Unfortunately, the script does not work properly with the pppd process when you use the connect option.

So, to correct the problem, remove the script and replace it with the proper pppd executable.

7.16 The pppd process reports that it won't replace the existing default route. How do I get it to use the default route?

This is another Slackware \enhancement\. The Slackware package added a default route to the ethernet controller during the startup sequence in the /etc/rc.init1 script. This statement is:

/usr/bin/route add default dev eth0

The problem is that the statement has absolutely no functionality with the proper routing. A default route is designed to be sent to a router, not just dumped on the ethernet controller.

The pppd process is configured to not replace a default route if a default route is currently used before it starts. It does this for security reasons. Since Slackware uses the default route incorrectly, the pppd process is unable to install a new default route.

To correct the problem you need to replace the default route statement in the /etc/rc.init1 script with a proper network route. See the Net-2-HOWTO for the instructions on what should be used.

7.17 When I run pppd it says that support is not in the kernel.

There are a few reasons for this to be generated. 

· You are running the pppd process from an account other than the root account and the pppd process is not secured as being setuid to root. To correct for this, issue the command \chmod 4555 /usr/sbin/pppd\ while you are signed on as the root user. 

· You are using modules and have not loaded the ppp.o module. This may require that you first load the slhc.o module to provide for the VJ header compression logic. 

· You are not running the proper pppd process. If you are using the 2.x series kernels then you must use at least the 2.2.0 version of the pppd process. The 2.1 version is not supported with the 2.x series kernels. 

· Likewise, if you are running the 1.2.13 kernel and have built the 2.1 version of the drivers into the kernel then you must run the 2.1.2d version of pppd. 

· The pppd process as moved from /usr/lib/ppp/pppd used in the 2.1 version of the pppd process, to the \new\ home of /usr/sbin/pppd. It is expected that all future versions of pppd will be stored in this location. The change was in response to the FSSTND document for Linux. This change may require that you rebuild the dip or diald programs to reflect the new location of pppd. 

7.18 How do I use PPP and a local network at the same time?

Break the problem into two parts. The first part is to get the ethernet network working properly. See the question about the default route concerning a problem with the Slackware \96 package.

Once you have the ethernet network working, then get the PPP link between the one system running pppd and the internet provider working. Do not concern yourself with the local network at this time. Just get the PPP link working.

Then, once you have the two pieces working, you can get the two of them working together. Use either a firewall system on the computer with the PPP link or use the IP masquerading software.

For more instructions on the firewall code, see the Firewall-HOWTO.

For more instructions on the masquerading code, see the Net-2-HOWTO.

7.19 Can I use the same local IP address for each line of a PPP server?

Yes, you may use the same IP address for all of the local addresses on each of your PPP devices. You may even use the same IP address as one of your ethernet or token ring controllers.

However, you must use a unique IP address for each of your remote IP addresses.

The routing for a point-to-point link is to the remote IP address, not to the local IP address.

7.20 How do I find my local IP address??

The local IP address is one of the parameters given to the /etc/ppp/ip-up program. It is the 4th (counting from the first) argument. The easiest method is to simply save the value at the time that the ip-up program is executed.

If you don't wish to do this then you can use the ifconfig program to display the parameters for the specific PPP device. One of the values is the IP address.

If you don't wish to do this then you can obtain the information from the system log. This is the least desirable method as parsing the standard log file is much more complicated than parsing the output from ifconfig.

The easiest solution is to simply store the value during the ip-up program in some specific file which you may access at a later date.

7.21 I can't connect to the merit network.

Some users of the merit network have indicated that it needs PAP. Did you try PAP authentication?

Annexe 5: Extrait du blog consacré au TP3

Une aide pour finaliser le rapport du TP3 :

Suivant les groupes, certains n'ont pas eu l'occasion d'obtenir une trace de l'établissement de la liaison PPP. Vous trouverez un exemple de trace <a href="http://asi.insa-rouen.fr/~fbaucher/SiteReseau/tp3.zip">ici</a> obtenue en demandant à PPP qu'il écrive une trace du dialogue PPP dans un fichier. Cette option peut être fixée en ajoutant la ligne "record /tmp/traceppp" au fichier de configuration de PPP (cf le fichier /etc/ppp/options).

La trace est binaire et elle est illisible à l'oeil nu. Vous pouvez lire cette trace directement dans Ethereal (qui dispose d'un filtre permettant d'interpréter les traces PPPD) ou avec <a href="http://www.delafond.org/traducmanfr/man/man8/pppdump.8.html">PPPDUMP</a>, un outil plus spartiate. Pour ceux qui utilise PPPDUMP, je vous conseille de jeter un oeil sur ce <a href="http://www.hal-pc.org/~ascend/MaxTNT/admin/ppprime.htm">lien</a>.

Pour en savoir plus sur PPP, voici un recensement des RFC pertinentes :

Source : <a href="http://www.hal-pc.org/~ascend/MaxTNT/admin/intro.htm#5929">http://www.hal-pc.org/~ascend/MaxTNT/admin/intro.htm#5929</a>

RFC 1332: The PPP Internet Protocol Control Protocol (IPCP) 

RFC 1618: PPP over ISDN 

RFC 1638: PPP Bridging Control Protocol (BCP) 

RFC 1661: The Point-to-Point Protocol (PPP) 

RFC 1662: PPP in HDLC-like Framing 

RFC 1877: PPP Internet Protocol Control Protocol Extensions for Name Server Addresses 

RFC 1934: Ascend's Multilink Protocol Plus (MP ) 

RFC 1962: The PPP Compression Control Protocol (CCP) 

RFC 1974: PPP Stac LZS Compression Protocol 

RFC 1989: PPP Link Quality Monitoring 

RFC 1990: The PPP Multilink Protocol (MP) 

RFC 1994: PPP Challenge Handshake Authentication Protocol (CHAP) 

RFC 2125: The PPP Bandwidth Allocation Control Protocol (BACP) 

RFC 2153: PPP Vendor Extensions "























































